
 

Objectives: After studying of this subject, student should be able to work in cloud environment and can make 

cloud based applications using various available platforms with sufficient security tools applied on it. 

Pre-requisites:  Basic knowledge of java programming and knowledge of networking is advisable. 

Course Outline: 

Ch. 

No. 
Chapter Name and Topics 

Lect. 

Hours 

1 

Introduction to Cloud Computing  

Overview, Roots of Cloud Computing, Layers and Types of Cloud, Desired Features of 

a Cloud, Benefits and Disadvantages of Cloud Computing, Cloud Infrastructure 

Management, Infrastructure as a Service Providers, Platform as a Service Providers, 

Challenges and Risks 

08 

2 

Cloud Architecture, Services and Applications  

Exploring the Cloud Computing Stack, Connecting to the Cloud,  

Infrastructure as a Service, Platform as a Service, Saas Vs. Paas, Using PaaS 

Application Frameworks, Software as a Service, Cloud Deployment Models, Public vs 

Private Cloud, Cloud Solutions, Cloud ecosystem, Service management, Computing 

on demand, Identity as a Service, Compliance as a Service 

10 

3 

Abstraction and Virtualization  
Introduction to Virtualization Technologies, Load Balancing and  

Virtualization, Understanding Hyper visors, Understanding Machine Imaging, Porting 

Applications, Virtual Machines Provisioning and Manageability Virtual Machine 

Migration Services, Virtual Machine Provisioning and Migration in Action, 

Provisioning in the Cloud Context 

10 

4 

Cloud Infrastructure and Cloud Resource Management  

Architectural Design of Compute and Storage Clouds, Layered Cloud Architecture 

Development, Design Challenges, Inter Cloud Resource Management, Resource 

Provisioning and Platform Deployment, Global Exchange of Cloud Resources.  

Administrating the Clouds, Cloud Management Products, Emerging Cloud 

Management Standards,  

10 

5 

Cloud Security  
Security Overview, Cloud Security Challenges and Risks, Software-as-a-Service 

Security, Cloud computing security architecture: Architectural Considerations, General 

Issues Securing the Cloud, Securing Data, Data Security, Application Security, Virtual 

12 
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Sr. 

No 

Subject 

Code 

Subject 
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Teaching Hours/Week 

C
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Evaluation Scheme/Semester 

Th Tu Pr Total 

Theory Practical 

Total 

Marks 

Sessional 

Exam 

University  

Exam 
Internal Uni. 

Marks Hrs Marks Hrs Pr TW Pr 

4 4CS06BCC1 
Cloud 

Computing 
4 - - 4 4 30 1.5 70 3 - - - 100 



Machine Security, Identity and Presence, Identity Management and Access 

Control, Autonomic Security Establishing Trusted Cloud computing, Secure 

Execution Environments and Communications, , Identity Management and 

Access control Identity management, Access control, Autonomic Security 

Storage Area Networks, Disaster Recovery in Clouds  

6 

Cloud Based Case-Studies  

Overview of Cloud services, Designing Solutions for the Cloud, Implement & Integrate 

Solutions, Emerging Markets and the Cloud, Tools for Building Private Cloud: IaaS 

using Eucalyptus, PaaS on IaaS - AppScale  

04 
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